[Tpunoxenue Ne 4.
YTBEPXJIEH
MIPUKA30M JUPEKTOpa
MOY «HIIAC Nely
oT «26» utons 2018r. Ne01-08/167

NHCTPYKIMUA
10JIL30BaTe sl 110 pad0Te ¢ NEPCOHAIBHBIMH JAHHBIMH

l. OBIIHUE ITOJIOXXKEHU A

1.1. Hacrosmas MWHcTtpykuus omnpenenseT oOmue mnpaBuia padOThI
cotpyaHukoB MOY «HIIIJIC Nely ¢ nepcoHaabHBIMU JaHHBIMM.

1.2. IlepconainbHble [aHHBIE B DJJIGKTPOHHOM BHJIe OOpabaTbiBaeTCs B
MH(OPMAITMOHHBIX CHUCTEMax IEePCOHANIBHBIX JaHHBIX. TaKkKe YCTaHABJIMBACTCS
0COOBII MOPSATOK 00paOOTKK U XpaHEHUS MEPCOHAIBHBIX JAHHBIX, COACPKAITUXCS
Ha OYMa>KHBIX HOCUTEJISIX.

1.3. [Tonp3oBaTenem siBusiercss Kaxabld coTpygHUK MOY «HIIAC Nely,
YYaCTBYIOIIUM B paMKax CBOMX ()YHKIIMOHAIBHBIX 00SI3aHHOCTEH B MpoIeccax Kak
aBTOMATU3UPOBAHHON 00pabOTKH, Tak U 00pabOTKM O€3 MCHOJb30BaHUS CPEICTB
aBTOMATHU3alIUK TIEPCOHATBHBIX JaHHBIX, @ TAKKE UMEIOIIUNA JOCTYIl K annapaTHbIM
CpeAcTBaM, IPOrpaMMHOMY OO€CTICUEHUI0, HOCUTENSIM MH(POpPMAIIUU U CpPe/ICTBaM
3aILUTHI.

1.4. Tlonb3oBarenb B CBOeW paboTe PYKOBOJACTBYETCS  HACTOSIIICH
Wucrpyknuen, [IpaBunamu oOpabOTKH NMEPCOHANBHBIX JAHHBIX, PYKOBOJAIIUMU U
HopMmaTuBHBIMU AokymMeHTamMu DPCTIK Poccun u ®CBH Poccum u apyrumu
nokymentamu  MOY  «HIIJC  Nel», pernameHTupyromumMu  oOpabOTKy
MEPCOHAIBHBIX IAHHBIX.

1.5. Meroanueckoe pyKoBOACTBO 1o padoTe [lonb3oBaTenst ocymiecTBiIseT
OTBETCTBEHHBIN 3a OPraHU3aIi0 00Pa0OTKU MEPCOHAIIBHBIX JIAHHBIX.

. TEPMHWHBI U OITPEAEJIEHNA

2.1. TlepconanbHbie maHHBIC — JTH00as MHGOPMAIIHS, OTHOCSIIASICS K MPSIMO
WJIM KOCBEHHO OTPEICIICHHOMY WJIH OTpeaesseMoMy (PU3HUECKOMY JIHITY (CYOBEKTY
MEPCOHAIBHBIX JIAHHBIX).

2.2. O06paboTka nmepcoHaIbHBIX TaHHBIX — JI000€ JeHCcTBHUE (Omepalus) Uin
COBOKYITHOCTH JCHCTBUI (omepariuii), cCOBepIIaeMbIX C HCIOJIb30BAHHUEM CPEJICTB
aBTOMAaTH3allUk Wi 0€3 HCIOJb30BaHUS TaKUX CPEACTB C TEPCOHATBHBIMHU
JAHHBIMH, BKJIFO4asi cOOp, 3aluch, CHUCTEMATH3allMIO, HAKOIUICHUE, XpaHEHHUe,
yTouHeHUEe (OOHOBJIEHHE, W3MEHEHHE), W3BJICUEHHE, HCIIOJIb30BaHUE, Mepenady
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(pacnpocTpaHeHue, MPEIOCTaBICHUE, JOCTYI), OO€3JMYMBaHHE, OJOKHPOBAHUE,
yIaJieHue, YHUUTOKEHUE ePCOHATBHBIX JaHHBIX.

2.3. ABToMaTtu3upoBaHHas  0o0OpabOOTKa  TEpPCOHANBHBIX  JaHHBIX  —
00paboTKa TEPCOHAJIBHBIX JIAHHBIX C TOMOIIBIO CPEACTB BBIYUCIUTEIHLHOM
TEXHUKHU.

2.4. PacnpocTpaHeHHNe MEPCOHANBHBIX TaHHBIX — JACUCTBUS, HAPABICHHBIE
Ha PACKPBITHE MTEPCOHABHBIX TAHHBIX HEOMPEACICHHOMY KPYTY JIHUII.

2.5. TlpenocraBneHne MEepCOHANBHBIX JAHHBIX — JCHCTBUS, HAIpPaBICHHbBIE
Ha PACKPBITHE MEPCOHAIBHBIX JTAHHBIX ONPEACICHHOMY JIUITY WM ONPEACTICHHOMY
KpYTY JIHII.

2.6. Wudopmanmonnass cucrema nepcoHanbHbiXx naHHbIXx (MCIIJH) —
COBOKYMHOCTb COZEpKalumxcsi B 0a3ax JaHHBIX [EPCOHAIBHBIX JAHHBIX H
o0ecIeynBaIMX UX 00pad0TKy MH(GOPMAIIMOHHBIX TEXHOJIOTHMH U TEXHUYECKUX
CPEICTB.

2.7. ABtoMatm3zupoBaHHoe¢ pabouee wmecto (APM) — mnporpammHoO-
TEXHUYECKUN KOMIUIEKC, MOCPEACTBOM KOTOporo Ilosib3oBaTenb BBINMOIHSIET CBOU
JIOJDKHOCTHBIE 00513aHHOCTH (TMIEPCOHATBHBIA KOMIIBIOTEP, HOYTOYK, TEpPMUHAT U
T.IL.).

2.8. HecankmuonupoBannbiii goctyn (HCI) — moctynm k wuHOpMmarmw,
HapyIIAIOMAKA TpaBWIa pPa3TpaHAUYCHUS JIOCTYMa C HCIOIh30BAHUEM INTATHBIX
CPEICTB, TPEIOCTABISAEMBIX CpPEICTBAMH  BBIYUCIUTEIBLHON TEXHUKH WM
aBTOMATHU3UPOBAHHBIMH CHCTEMaMHU.

2.9. TlocroponHue muIa — JIAIA, KOTOpPBIE HE HMEIOT IIpaBa
CaMOCTOATENLHOTO JIOCTYNla B TOMelieHue u (WikM) He UMEIT IMpaBa
camocrositenbHoro gocryna B HCIIJIH u (unum) He UHMEIOT JOomycka K
MIEPCOHAJILHBIM JTaHHBIM.

2.10. CpenctBo 3ammThl HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYyIa
(C3U or HCJ) — mporpaMMHOE, TEXHMYECKOE HJIM IPOTPAMMHO-TECXHHYECKOE
CPEIICTBO, HAIPABJICHHOE Ha MPEAOTBpAICHUE WM CYIIECTBEHHOE 3aTpy/IHECHUE
HECaHKIIMOHUPOBAHHOTO J0CTyNa K HH(OpMAIUH.

1. OBA3AHHOCTH IT1OJIb3OBATEJIA

3.1. He pasrnamarh nepcoHaabHbIe TaHHBIC, KOTOPHIE OYIyT TIOBEPEHBI HIIN
CTaHyT U3BECTHHI B XOJIe paboUyero mpoIecca BO BPeMsl BBITTOJHEHUSI JOTKHOCTHBIX
(TOrOBOPHBIX ) 00SI3aHHOCTEH.

3.2. He coobmiate yCTHO WM MUCHBMEHHO, HE MeEpelaBaTh B KaKOM JIMOO
BUJIE TPEThUM JIMI]AM W HE PACKpPbIBATh MyOJUYHO MEPCOHAIbHBIE JTaHHbIE Oe€3
cooTBeTCTBYIOMIEro pazpemieHus: nupekropa MOY «HILC Nely.

3.3. 3HaTh U BBINOJHATH TPEOOBAHUS 3aKOHOJATENbHBIX aKTOB Poccuiickoit
Qenepauuu, Hacroswer WHCTpyKIMH UM OpyruX BHYTPEHHHUX JOKYMEHTOB,
periaMeHTUPYIOIIUX MOPSA0K 00pabOTKHU MEPCOHAIBHBIX JaHHBIX.

3.4. Bemonusate Ha APM ToabpK0 Te mporeaypsl 00paboTKH MEePCOHATBHBIX
JTAHHBIX, KOTOPBIE ONPEIEIICHBI JOJPKHOCTHON MHCTPYKIUEH.

3.5. 3Hatp W coONOIaTh YCTAHOBIICHHBIE TpeOOBaHUA O00pPabOTKH
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NEPCOHANIbHBIX JIAHHBIX, YYETY, XpaHEHHUIO U TMEPEChUIKE HOcUTeNel uHbopmalm,
oOecrieyeHunto 0€30MaCHOCTH NePCOHATBHBIX JaHHBIX.

3.6. Hcnonb3oBaTh i XpaHEHUS TIEPCOHAIBHBIX JIAHHBIX  TOJBKO
OTIpeJICICHHbIC MECTa XPAaHEHUS U YYTCHHbIC HOCUTENIN MePCOHAIbHBIX TAHHbIX.

3.7. HeszaMmemnuTenbHO, B KpaTYalIIme CPOKH, CooOIaTh aupekropy MOY
«HIIJC Nel» 06 yTpate niam HegocTaye HOCUTENEeH HH(OPMALIUHY, YIOCTOBEPEHUH,
IPOMYCKOB, KJIIOYEH OT MOMEIIEHUH, XpaHWIHI, ceddoB U O apyrux (axrax,
KOTOPBIE MOTYT IMPUBECTH K PA3TJIANICHUIO EPCOHATBHBIX TAHHBIX.

3.8. Ilpu mpexparnieHnu padoT (TPYAOBBIX OTHOIIEHWI) BCE MaTEPHAIbHBIC
HOCUTEJIH, COJEpKalllhue NEepCOHAIbHbIE AaHHbIC ((el-HaKOMUTEIH, JUCKETHI,
ONTUYECKHE TUCKH, JOKYMEHTBHI, YEPHOBUKHU, paclieyaTKU Ha MPUHTEpaxX, KUHO- U
dboToMarepuabl, MOJIETH, MPOMBIIIUICHHbIE 00pa3lbl U Mp.), IepeaaTb TUPEKTOPY
MOY «HIIAC Nely.

3.9. Cobmronath TpeOOBaHMS MAPOJILHOW MOJUTUKH (pa3zen 4).

3.10. CobGmronath TpeOOBaHMS aHTUBUPYCHOM 3aIMTHI (pa3aed 5).

3.11. Ilonwp3oBaTenu, uMerOmue BbIXOJ B MHTepHET, 00s13aHBI COOIOIATH
mpaBuia MpU paboTe B CETSIX CBA3M OOIIEr0 TMOJIb30BaHUA W (MJIM) CETSIX
MEXKTyHapOJHOTO HH(POPMAITMOHHOTO oOMeHa (paszzen 6).

3.12. Tlomp3oBarenu, paboTaronue C DJICKTPOHHOW  TOANHUCHIO  WJIU
UCIOJNIb3YIoIIMe mudpoBaHue, 00s3aHbl coOMoaaTh MHCTPYKINIO MO OOpalieHuIo
CO CpeACTBaMHU KpUINITOTpa(UuecKOr 3aUThl HHPOPMALIUH.

3.13. DkpaH MOHHMTOpa B MOMEIIEHUHU pacIoyiaraTh BO BpeMsl pabOThI Tak,
9TOOBI HUCKJIIOYAaCh BO3MOXKHOCTh HECAHKIIMOHMPOBAHHOTO O3HAKOMIICHHUS C
oToOpa’kaeMoi Ha HUX WH(OpMaIMEl TOCTOPOHHUMHU JIUIIAMU, IITOPHI HA OKOHHBIX
poeMax JOJIKHBI ObITh 3aBEIIAHbI (KATIO3U 3aKPBITHI ).

3.14. OG0 Bcex BBISBICHHBIX HAPYIICHUSIX, CBS3aHHBIX C TOPAIKOM
00pabOTKM TEPCOHATBHBIX JAHHBIX, @ TaK K€ JJIs MOJIYYEHUN KOHCYNbTAIM IO
BOMpocaM 00pabOTKH TMEepPCOHANBHBIX JaHHBIX, HEOOXOAMMO oOOpamarbes K
OTBETCTBEHHOMY 3a OpPTaHHU3AIMI0 00Pa0OTKH MEPCOHATBHBIX JaHHBIX.

[Hoab30BaTes M 3anpeiaeTcs:

3.14.1. Hapymars ycranoBinennsie B MOY «HIIIC Nel» uncTpykiuu
1o padoTe ¢ MepCcoHaIbHBIX IaHHBIX.

3.14.2. Hcmonp30BaTh KOMIIOHEHTHI TPOTPAMMHOTO W aliapaTHOTO
obecneuenuss MOY «HIIC Nely» B HeclTyKeOHBIX LIEIISIX.
3.14.3. OcraBisiTh  cBOE  pabouee  Mecto  0e3  MPUCMOTPA,

NpeABapuTEeIbHO HE 3a0J0KHMpoBaB (IITATHBIMU CPEACTBAMH  OIEpPAllMOHHON
cuctembl Windows — kombunanueit kmaBuin [WIN] + [L] wau [CTRL] + [ALT] +
[DEL] ¢ nanpHeMIIMM Ha)XaTWeM KHOINKHU «bIOKHpPOBKa» MOSBUBLIETOCS MEHIO,
amb0 TOpU  TOMOIIM  IITAaTHBIX  CPEACTB  3amUThl  WH(OpMaruu  OT
HECAHKIIMOHUPOBAHHOTO JIOCTYNA MPU UX HATUYHH).

3.14.4. OctaBnsate 0€3 MPUCMOTpa WM HEyOpaHHBIMU B XpaHUIIHUIIA
(kad, ceiid) HOCUTENN WM JOKYMEHTBI, COJIepKallue epCOHAbHBIC JaHHbBIE.
3.14.5. 3anuchIBaTh U XPaHUTh MEPCOHAIBHBIE TAHHBIE HA HEYYTECHHBIX

HOCUTENAX UHGOpMalUK (ONTUYECKUX JTUCKAX, THOKUX MAarHUTHBIX TUCKaXx, Quierl-



HAKOIUTENSAX U T.I1.).

3.14.6. CaMOBOJIbHO U3MEHSTH COCTaB U KOH(MUTYPALIUIO UCIIOJIb3YyEMbIX
MPOTrPaMMHBIX, allllapaTHBIX, MPOrPAMMHO-AINIAPATHBIX CPEJCTB, CaMOBOJILHO
yCTaHaBJIMBATh IPOrpaMMHOE obecrieueHue, OTKJIIOYATh/TIOIKJII0YATh
000pyTI0BaHUE WIIM U3MEHSATH PEKUMBI €r0 PadOTHI.

3.14.7. CamoBonbHO moakiaouate APM wnu apyrue cpenctsa k JIBC
['AY PK «[UUT», uamensats [P-anpec, MAC-anpec u unbie HacTpoiiku cetu APM.

3.14.8. [IpousBoauTs  JOEHCTBUSA, HANpaBICHHbIE HA  IOJIYYEHUE
HECAaHKIMOHUPOBAHHOTO noctyna Kk APM, cepsepam wim MHTEpHET, B TOM YMCIE:

— JeCTBUS, HaIpaBJICHHBIC Ha HapyIICHHE HOPMAaJIbHOTO
(GYHKIMOHUPOBAHUS  DJIEMEHTOB  CeTU  (KOMIBIOTEPOB, JAPYTOro  CETEBOTO
000py1I0BaHUS WU IIPOTPAMMHOTO 00ECTICUCHHUS );

— YCTaHOBKA MIPOrPaMMHOT0 00€CIIEUEHHMsI, OCYIIECTBISIOIETO epexBar
uH(popMauu (MHpOPMALIMOHHBIX MAKETOB), aZpeCOBaHHOMU IPYTUM
MIOJIb30BATEIISIM;

- JCHCTBHs, HANpaBJICHHbIE HA I[OJyY€HHE HECAHKIMOHHUPOBAHHOTO
Joctyna K MHGOPMAIMOHHBIM pecypcaM, B MOCIEAYIONIEM HCIOJIb30BaHUU TaKOTO
JOCTYTa;

— YHUUYTOXXEHUE, MOAU(DUKAIMSA MPOrpaMMHOTO OOECTeUeHUs] WM
JMaHHBIX O0e3 corjacoBanus ¢ aupekropoM MOY «HIIIAC Nely» unu BiaaaenbiiaMu
3TOTO pecypca;

— MOMBITKA MOJ00pa Maposiel K Jro0bIM MH(DOPMALIMOHHBIM pecypcam
METOJIOM Tepebopa Bcex BO3MOXKHBIX BAPHAHTOB MapoJiei, IN0O0 aTak Mo CIoBaplo;

— YMBIIIUIGHHBIE ~ JEWCTBUSA 1O  CO3/[aHUI0, HCIOJB30BAHUIO |
pacrnpoCTpaHEHUIO BPEJOHOCHBIX MPOrpaMM, B TOM YHCJE HaIpPaBJICHHBIX Ha
NOJlyY€HUE HECAaHKIMOHUPOBAHHOTO JOCTyNa K JIIOOBIM HH(POPMAIMOHHBIM H
cnykeOHbpIM pecypcam (kak BHyTpu MOY «HILJIC Nel» Tak m BHe), b0 Ha
HapyIIeHHe IEJIOCTHOCTH U pabOTOCIIOCOOHOCTH ITHX CUCTEM;

— JACHCTBHS IO CKAHUPOBAHHUIO JIOKAIBHOM CETH C LEIBIO ONPEACTICHUS e
BHYTPEHHEH CTPYKTYpbI, CIHCKOB OTKPBITHIX TOPTOB, HATUYHS CYIIECTBYIOIIUX
CEPBUCOB U YA3BUMOCTEM.

3.14.9. CaMOBOJIBHO ~ M3MEHATh  MapaMeTpbl  CPEACTB  3alllUThl
uHdopmaIuu (B TOM YUCIE U CPEICTB aHTUBUPYCHOM 3alUTHI), & TAK)KE 3aBEpIIaTh
uX paboTy U (WJIK) CAMOCTOATENFHO UX YCTaHABINBATb.

3.14.10. CamocTOoSITENBHO pa3pabaThIBaTh W HCII0JIb30BaTh
HeperaaMmeHTupoBaHHbie (0e3 pazpemienus aupekropa MOY «HIIJIC Nely, we
OTHOCSINKECS K MPOU3BOACTBEHHOMY IpOIECCY) MpPOrpamMMbl (HampUMEp: HUIPHI;
IM-knuenTsl, Takue kak Google Messenger, ICQ u T1.m.; P2P-xnmuentsr: Kazaa,

eMule u T.11.).

3.14.11. PazpemaTs moCTOpOHHUM JUIIaM padOTaTh MOJ CBOEH y4ETHOM
3anuchio B UCIT/IH.

3.14.12. [lepecbinaTe TNEpCOHANbHBIE JAaHHBIE MO KaHAJIAM CBSI3U B

OTKPBITOM BHJIE, B TOM unciie UHTepHeT, no Tenedony, dhakcy, 3IeKTPOHHON MoYTe
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U T.11. (06€3 UCI0Ib30BaHus CPEJCTB MUPPOBAHUSA).

3.14.13. [ToyyaTh TOCTYII K NMEPCOHAILHBIM JIAHHBIM C PAa0OYUX MECT, HE
000pyI0BaHHBIMH HEOOXOIUMBIMH CPEICTBAMH 3aIMTHI HH()OPMAITHH.
3.14.14. CaMOBOJIBHO CO3/1aBaTh COBMECTHO MCIIOJb3yEMbIE CETEBBIC

pecypcehl (manku oO0IIero J0CTyna) Ha CBOMX KOMITBIOTEPAx U (paillIoBbIX cepBepax,
HECAaHKIIMOHUPOBAHHO YAAJISTh WK U3MEHATH ITpaBa AOCTyNa K HUM.

3.14.15. B ciydae BO3HHKHOBEHHUS JTHOOBIX MEXAHUYECKUX
HEUCIIPAaBHOCTEN B 0OOPYJIOBAaHWU OCYIIECTBIISATh CAMOCTOSITEIbHBIE MOIBITKA KX
YCTPaHEHHS.

3.14.16. [IpenarcTBOBaTh JOJDKHOCTHBIM — JIMUAM IIPU  NPOBENCHUHU

NPOBEPOK U  CIY)KEOHBIX  paccielOBaHU, CBA3aHHBIX C OOECIeUYeHHEM
0e30macHOCTH HH(pOPMAITUH.

3.14.17. VY nansaTh WM UCKaXKaTh MPOrpaMMbl U (Pailyibl ¢ MepCOHATbHBIMU
JAHHBIMU Y WHOW Ba)XKHOM MH(OpManuen (Hampumep, CUCTEMHOM, HEOOXOIUMOMN
s pyakiuonuposanus UCIIH).

3.14.18. VYMBIIIJIEHHO UCIOJIb30BaTh HEJOKYMEHTUPOBAHHBIE CBOKCTBA U
OIIMOKM B TMPOrPAaMMHOM OOECIIEYEHUU WU B HACTPOMKAX CPEICTB 3alllUTHI,
KOTOpbIE MOTYT TIPUBECTH K BO3HHKHOBCHHIO BHEITaTHOW curyaruu. OO0
oOHapy>KeHHH TaKOTO POJa OIMTMOOK — CTABUTh B H3BECTHOCTH PYKOBOJIUTENS CBOCTO
MOJpa3iefieHuss W COTPYAHHUKOB, OTBETCTBEHHBIX 3a YCTaHOBKY U (WJIH)
COIPOBOXJICHUE IPOTPAMMHOI0 oOecreueHust (aAMUHHCTpATOp OC30MacHOCTH
MIEPCOHANILHBIX JaHHBIX B HMH(POPMAIMOHHBIX CHCTEMaX NEPCOHATBHBIX JaHHBIX
seisiercss [AY PK «[UUT» (manee - amMuHECTPATOp OE30MACHOCTH)).

3.14.19. IToakmtouars k JIBC MOY «HIIJC Nely» nuunbie cpeacTBa
BBIYMCIIUTENILHON TEXHUKU: HOYTOYKH, KapMaHHBIE KOMIIBIOTEpPHI, CMapT(OHBI U
T.I., @ TaK >K€ JIMYHbIE HOCUTENM W Hakomutenu wuHpopmanuu. B ciydae
HEOOXOJAMMOCTU TiepeHoca WH(OpMAIMU C JUYHBIX HOcUTeNed WHGOpMAaIH
obpamatbest K oTBeTcTBeHHBIM JuiiaMm MOY «HIIJIC Nely.

V. ITAPOJIBHAS TIOJIMTUKA
4.1. O0uue TpeOOBaAHMS K MAPOJIAM:
— MuHuManIbHOE TpeOoBaHUE: OyKBEeHHO-ITU(DPOBOI MapoJb.
KenaTenbHO UCHONB30BATh OYKBBI B BEPXHEM HJIA HMXKHEM PErucTpax, Huppbl WK
crieranbHbie CuMBOIIBI (Hampumep: ~! @ #$ % N&* () _-+=|\?2/., 57 1[ {}

<>. W T..).

— MuHuMaIbHas JIJTMHA Maposisi: He MeHee 6 (IIIECTH) CUMBOJIOB.

- MakcuMalbHbIi CpoK JiecTBUA mapoist: 90 cyTok.

- 3anpeT UCIoJIb30BaHUS TPEX PaHEee UCTIOIB30BABIITNXCS TAPOJICH.

— [Tapons Tlonmb3oBarens HE MAOMKEH BKIHOYATh B ceOsl  JIeTKO
BBEIYHCIIIEMBIC COYCTAaHUS CHMBOJIOB, OOIICTIPUHSATHIC COKpAIICHHS, HWMEHa,
dbaMuIIIy, TOHKHOCTH, TOJ POXKICHUS, HOMED IMacIopTa, TaOeIbHBIM HOMEpP, HHYIO
uHdopmaruio o [lomp3oBarene, JOCTYIHYIO APYTHM JIUIIAM.

- 3anpemaeTcss MCMOJIb30BaTh B KAauyeCTBE IMapoJii OJAWH M TOT JKE



6

MOBTOPSAIOMIMICS CUMBOJI JIMOO MOBTOPSIOUIYIOCS KOMOMHAIIMIO W3 HECKOJIBKUX
CUMBOJIOB.

- 3anpemaeTcss UCHOJb30BaTh B KayecTBE IMapojii KOMOWHAIUIO
CUMBOJIOB, HaOMpaeMbIX B 3aKOHOMEPHOM MOpPSAAKE Ha KJABHAType (Harpumep:
1234567, qwerty u T.11.).

4.2. IlpaBWJia UCNOJIL30BAHUSA MaPOJIeii:

- XpaHuUTh B TallHE CBOM NapoJib, HE COOOIIATH €ro APYTUM JIHLIAM.

— He mnpenocraBnars nocryn B WCIIJIH apyrum jaunaMm MoJ CBOEH
YYETHOM 3aMKChIO U MMAPOJIEM.

- N3MeHATh CBOM MapoJib IpH MEPBOM TPEOOBAHUM MOJUTUKH NapoJiel
oneparnoHHou cuctemsl /i UCIT/IH.

- Bo Bpems BBoJa maposieid HEOOXOJUMO UCKIIOUUTHh BO3MOXXHOCTH €r0
IIOJICMAaTPUBAHKUS IIOCTOPOHHUMHU JIMIAMHM WM TEXHUYECKUMH CPEICTBAMU
(Buaeokamepsl U Jp.).

- 3anpemaercss 3anuchiBaTh CBOM NApOJIM B OYEBUAHBIX MECTax,
BHYTPEHHOCTU SIIIMKa CToja, Ha MoHutope APM, Ha o0O0paTHO CTOpOHE
KJIABUATYPBI U T.JI.

- 3anpemaercs XpaHUTh Mapojid B 3allMCAHHOM BHJ€ HA OTAEJIbHBIX
aucTax Oymard.

4.3. Cmena, yaajnenue Ju4YHOro mapoJs Jwooro Iloab3oBaresis
NMPOM3BOAUTCH B CIEAYIOIIMX CIydasix:

- B CJIy4ae NOI03PEHUs Ha KOMIIPOMETALUIO MTAPOJIs;

- 10 OKOHYaHUU CPOKa JICUCTBUS;

— B Cly4yae IMpeKpalieHus NOoJHOMOuYui (YBOJbHEHHE, MEpexXoj] Ha
npyryio padory Baytpu MOY «HIIIAC Nely) Ilonw3oBaTens mocjie OKOHYAHUS
MOCJIEAHETO ceaHca paboThl B MH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX;

— M0 YKa3aHUIO OTBETCTBEHHOTO 3a OpPraHU3alMio 00paboTKU MepCOHAIbHBIX

JTAHHBIX.

4.4.1lpn yBOJBHEHMM, NEPEXOJI€ HA HOBYI JODKHOCTh COTPYAHHKA,
MMEIOIIETO JIOCTYNl TOMHUMO CBO€H YYEeTHOM 3amucu K JAPYrMM pecypcam
(MexXceTeBbIe KpaHbl, MAPUIPYTU3ATOPbI, CEPBEPHI, IPYTUe€ YUETHBIC 3aIUCH U T.I1.)
TaK)Ke MPOU3BOAUTCS BHEIJIAHOBAsI CMEHA NapoJiel K TAKUM pecypcam.

V. ITPUMEHEHUE JIMYHbIX UJIEHTUOUKATOPOB B
NHOOPMAITMOHHOM CUCTEME ITIEPCOHAJIBHBIX JTAHHbBIX

5. [IpuBsasky wuneHtudukaTopa K TMOJb30BATENO0 (YYETHOM  3aIMCH)
BBITIOJIHSET aIMUHUACTPATOPOM OE€30MaCHOCTH.

5.1. [TonwzoBatenrn  UCIIJIlH  monydaroT CBOM  wjaACHTU(DUKATOD Y
aJIMUHHUCTpaTopa 0€30MaCHOCTH.

5.2. ITonb3oBatens MCII/IH 0053aH XpaHUTh CBOM JIMYHBIN UACHTUPUKATOD B
HEJOCTYIHBIX JUISl IPYTUX COTPYIHUKOB XPAHUIIUIIIAX.
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5.3. [lonwzoBatento MCIIJIH 3ampemiaeTcss mnepenaBaTh CBOM  JIMYHBIN
uaeHTUPUKaTop.

5.4.B cinywae yrepu Ju4HOro wuaeHTudukartopa, nons3zoBarenas MCIIIn
JIOJKEH HEMEIUICHHO J0JIOKUTh 00 3TOM JUPEKTOpY O0e30macHOCTU HH(popMaIuu.

5.5. B cnyyae mpekpanieHusi MOJHOMOYMIM YYETHOM 3alMCH IOJIb30BaTENs
NCIIdun (yBosibHEHHE, MEpexoa Ha Jpyryr paboTy, B Jpyrod oOTAed WU
MOMEIIEHUE, a TaKKe Jpyrue OOCTOSITeNhCTBA) y4UeTHAs 3allUCh JOJDKHA OBITh
ynajeHa, a e€ uAeHTU(UKATOP AOJDKEH ObITh CIaH aIMUHUCTPATOpPy 0€30MmacHOCTH
unpopmaruu/aupekropy MOY «HIOJAC Nel» mociae OKOHYAaHHSA MOCIETHETO
ceaHca padoTsl JaHHOTO Moak3oBarens B UCII/IH.

5.6. B cimydyae koMmMmpoMmeTanMM WIM YT€pU JUYHOrO HUAEHTU(UKATOpa
MOJIb30BATENSl  aJAMHHHUCTPATOp O€30MACHOCTH  JOJDKEH OBITh  HEMEHJIEHHO
IPEIIPUHSTH MEPBI B COOTBETCTBUU C 1. 5.7 HacToAel MHCTpyKIUH.

5.7. Komuccusi COBMECTHO ¢ aIMUHUCTPATOPOM O€30MACHOCTH HH(POPMALUH
JOJDKHA TPOBECTH  CIYXKEOHOE paccieloBaHUE Il  BBIACHEHUS IPUYUH
KOMIIDOMETAIIMM  HJIeHTU(UKATOpa C  1EJbl0  BBIPAOOTKM  HOBBIX  WJIH
COBEpIICHCTBOBAHUSI TMPHUHATBIX TEXHUYECKUX M OPraHU3alUOHHBIX MEp IO
YCTPAHEHHUIO TaKOW Yrpo3bl B OyIyIIEM, a TAaK)KE BBIICHEHUIO BEIMYMHBI ylIepoa,
KOTOPBIN MOKET ObITh HAHECEH COOCTBEHHUKY MH(OPMAIIMOHHBIX PECYPCOB.

VI. AHTHUBHUPYCHAS 3AILLIUTA

6.1. B cnydae oTCyTCTBUSA IITATHBIX (YHKIMA aHTUBUPYCHOW MPOTPAMMBI,
peayCMaTPUBAOIINX aBTOMATHUECKYIO MpOoBEpPKY (aiinoB, [lonas3oBarens 00s3aH
OCYUIECTBJISTh IPOBEPKY (HaiisIOB MOTydaeMbIX:

— 0 DJIEKTPOHHOM IOYTE;

— yepes ceTb MHTEpHeT;

— Ha MarHUTHOM, ONTHYECKOM JIUCKE, (IIeII—HAKOIIUTETIE;
— HWHOM ChEeMHOM HOCHUTEJe HH(POPMAIIHH;

— TIOJIyY€HHbIE UHBIM CIIOCOOOM.

6.2. Ilepen oOTKpbITHEM BIIOXKEHHUS (CCBHUIOK) YOETUThCS B TOM, UTO
OTIPABUTENb JIEUCTBUTEIILHO MOCAN BaM 3TOT (paill, 1a)ke eciii OH U JOJIKEH ObLI
3T0 caenatb. llo3BoHute emy camu. He noBepsiTe HMMEHH OTIIPABUTENS W
yKa3aHHBIM B TEKCTE MHUCbMa HOMEpaM Tesie(POHOB, a TakKe JIMIaM, TTO3BOHUBIITUM
BaM CaMOCTOSITEJILHO C TPOCHOO0I OTKPBIThH (haiiiIbl U IPOUTH IO CCHLITKAM.

6.3. IToab30BaTe 10 3anipeniaercs:

6.3.1. OcymecTBiaATh  JNCWUCTBUS,  HAMNpPAaBICHHbIE  HA  BBIKIIOYCHUE
AHTUBUPYCHOMU MTPOTPAMMBI.

6.3.2. CaMmocTosiTeNIbHO ycTaHaBIUBaTh Ha APM mporpaMMmHoe oOecrieueHue.

6.3.3. 3amyckaTh (haiisibl, MOJYYEHHBIE MO CETSIM CBS3HU (JIEKTPOHHOM MOUTE,
WHTEepHET), CO ChEMHBIX HOCHTEJCH, JaKe €CIIM OHU TOJYYCHBI MPOBEPCHHOTO
aapecara, 6e3 mpeIBapUTeIbHON UX MPOBEPKU aHTUBUPYCHOM MTPOTrPamMMOil.

6.3.4. IIpu BOBHUKHOBEHUH TMOJ03PEHUS HA HAIMYME KOMITBIOTEPHOTO BUpYyCa
(meTunuuHasi paboTa mporpamm, MosiBlieHne rpadudecKux U 3BYKOBBIX 3 (EKTOB,
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UCKQ)KCHUH NaHHBIX, MpomnajaHue (aiijaoB, 4acToe MOSBIEHHE COOOIIEHUH O
CHCTEMHBIX ommOKkax u T.1.) [lonmp30oBaTenb CaMOCTOSTENBHO WM BMECTE C
OTBETCTBEHHBIM JIOJDKEH MTPOBECTH BHEOUEPETHOW aHTHBUPYCHBIM KOHTPOJIb CBOETO
pabouero Mecra.

6.3.5. B ciyuae oOHapyeHUS TpU TMPOBEICHUU AHTHUBHUPYCHOW MPOBEPKHU
BUpPYCHOTO 3apaxxeHus [lomp3oBaTenu oOsi3aHbL:

— MPUOCTAHOBUTH PabOTY;

— HEMEIJICHHO IIOCTaBUTh B H3BECTHOCTh O (akre OOHApYKEHHUS
BUPYCHOT'O 3apa)KCHUsI OTBETCTBEHHOMY;

— COBMECTHO C BJAJENblIEM 3apak€HHBIX BUPYCOM (HailIoB MPOBECTH
aHaJN3 HEOOXOMMOCTH JAITBHEHIIIEr0 X MCIIOJIb30BaHMS;

— MIPOBECTH JICUCHHUE WIIM YHUUITOKCHUE 3apaKCHHBIX (haiisioB.

VII. ITOPAAOK PABOTHBI B UCITJJH 1 CETU UHTEPHET

7.1. Moakmouenne k UCII/In u cetu UnTepHeT

7.2. lenwto pabotsl Ilonws3oBarens B UCIIJIH u cetu MHTepHeT sBISeTCS
coop, 00paboTka, XpaHEHUE TMEPCOHAIBHBIX JAHHBIX, OOMEH 3JIEKTPOHHBIMU
COOOIICHUSIMU B CITY)KEOHBIX IESX.

7.2.1. Joctyn k UCIIIn u cetu MnaTepuet npenocrasisiercs [lonp3zoBaTensim
TOJIBKO B TOM CJIy4yae, €CJId ATO HE NPOTUBOPEUUT TPEOOBAHUAM HACTOSIIEH
WHcTpykIuu ¥ WHBIMM  HOPMATHUBHBIMH JIOKYMEHTaMH B O0JacTH 3allUThI
uHpopMaIuu.

7.2.2. loctyn mnonb3oBarens k MCII[n nias oOpaOOTKM TMepCOHANTBHBIX
JAHHBIX TPOU3BOAMUTCS TOJBKO C pPabOuYMX MECT, Ha KOTOPBIX YCTAHOBJICHBI
CpellCTBa 3alMThl HH(OPMAIUH.

7.2.3. OcHOBanueM i mojakitoueHus cotpyaauka MOY «HIIAC Nely x
NCIIH u cetn VHTEpHET ABISETCS MOTUBHPOBAHHAS 3asBKA OTBETCTBEHHOMY 32
OpraHu3alri o0pabOTKHM TEPCOHAIBHBIX JAHHBIX OT HEMOCPEICTBEHHOTO
pykoBogutensi llonb3oBarens ¢ yKa3aHHMEM IOJHOMOYMII JOCTyna K TaKuM
pecypcam U cepBHUCaM.

7.2.4. OTBETCTBEHHBIN 3a OpraHU3aIMI0 00PaOOTKH MEPCOHATBHBIX JaHHBIX,
aM00 COTPYIHUK, BBITIOJHSIONINN €ro (yHKINH, OPraHU3yeT MOJKIIOUeHHuEe K
UCIIAxn wmu cetn WurtepHer Ilonmb3oBaTeneil B YCTAaHOBJIEHHOM TMOPSAKE,
OCYILECTBIISIET KOHTPOJIb HaJl KCII0JIb30BAHUEM JaHHBIX PECYPCOB U CEPBUCOB.

7.2.5. Ilocne BemmosHeHUsT 3amaHuss (OTBETCTBEHHBIM 3a OpPraHHU3aIldI0
00pabOTKH MEPCOHATILHBIX JAHHBIX COOOIIACT MOJIb30BATEIIO BHITIOJIHCHUH 3asBKHU.

7.2.6. OcHoBanneM [j19 OTKIIoueHUs mnoas3oBatenss ot MWCII[a u cetn
WHTEepHET SIBASIOTCS CIASAYIONIUE COOBITHS:

— HapyIICHUE WHCTPYKIMN W WHBIX JIOKAJBbHBIX HOPMATHUBHBIX aKTOB B
obnactu 3anuThl nHGopMmaiuu MOY «HIIC Nely;

— yBosibHeHHE  [lomb3oBarens, nmbOO TEepeBOJA €ro B JIPyroe
noApa3/eacHue.
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7.3. Tlopsinok padotsl B ceTu UHTEpHET

7.3.1. UcnionwzoBanue cotpyanukamu MOY «HILJIC Nel» cetu Mutepuer
JOJDKHO  OCYHIECTBIIAATBCS. MCKJIIOYUTEIBHO JUISl  BBIIIOJIHEHUSA JIOJKHOCTHBIX
00s13aHHOCTEH.

7.3.2. Uadpopmanus, obpazoBanHas (0Opasyromascs) B Ipolecce TPyI0BOi
nearenbHocTH padotHuka MOY «HIIJC Nely sBasiercs coOctBeHHOCTRIO MOY
«HIIJC Nel» u He MOIIEKUT UCIOJIB30BAHUIO (B TOM YHUCIE UCIIOIb30BAHUIO B
cetu UHTepHer wim ¢ momoibio cetd VHTEpHET) B JAMYHBIX LENaX U (WiIu) B
KOPBICTHBIX HHTEpECaxX JAPYTUX JIAL (OpraHu3aLuii).

7.3.3. Ilpu mpoBeneHUU TEXHUYECKHX pPabOT, CBSI3aHHBIX C HACTPOUKOH
00opyaOBaHUS (KOMMYHUKAIIMOHHOE o0opyoBaHue, MIPOKCHU-CEPBEPA,
MapuIpyTH3aTOPbI U T.IL.); B ciy4ae OoOHapyKEeHUs MOMBITOK
HECAHKIMOHUPOBAHHOTO JocTtyna K WHtepHeT-uumo3dy, APM Ilonb3oBareneit
MOET IPOBOJAUTHCSA BPEMEHHOE OTKIItOUeHHE llosb30Barenieli OT CEpBHUCOB CETH
HuTepHer (B ciyyae IUIaHOBOTO OTKIOYeHMs [loip3oBaTenn yBeIOMIISIFOTCS 00
3TOM 3a0J1arOBPEMEHHO).

7.3.4. Bcs undopmammsi 0 pecypcax, IocemaeMbix coTpyaaukamu MOY
«HIIAC Nely», mnpoTokogupyercs H, IpU HEOOXOAUMOCTH, MOXKET OBITh
npenocrasieHa pykoBoactsy MOY «HIIJIC Nel» mis meranbHOro uM3ydeHUs U
IPUHATHUS PELICHUS O MEpaxX JUCHUIUIMHAPHON OTBETCTBEHHOCTH.

7.3.5. Ilpu pabote B cetu MuTepuet [lonp30Batensm 3ampeniaeTcs:

- YMBIIIJIEHHOE PAaCpPOCTPAHEHUE U TMOJTYYEHUE MATEPHAIOB B/M3 CETH
HNutepHer, nmpoTuBopevdaliux 3akoHoaarenscTBy Poccuiickor denepanuu, B TOM
YHUCJIEe MAaTepUAIIOB, MPONAraHAUPYIOIIUX HACUIINE WIIH SKCTPEMU3M; PA3KUTAIOMINX
pPacoByl0, HAallMOHAJIBHYIO HWJIM PEIUTHO3HYIO BPaXAy; Pa3bACHSAIOIMIMX MOPSIOK
W3TOTOBJICHUS W/WJIM TPUMEHEHUSI HAPKOTHUKOB, B3PHIBYATHIX BEIIECTB, OPYXKHUS U T.
I.; MaTepHalioB TMOPHOrpaUUYECKOro XapakTepa; KOMIIBIOTEPHBIX BHPYCOB H
JIPYTUX BPEOHOCHBIX MPOTrpaMM;

- nepeaaBath B ceThb HMHTepHeT wuWHQOpManuio, K KOTOpOH B
COOTBETCTBUM C 3aKOHOJATEIbCTBOM OTIPAaHWYEH JOCTYN (MEepCOHANbHBIE JaHHBIE,
ciyxeOHas nHpopmairs) 0e3 COOTBETCTBYIOUIETO Pa3peIICHHUS;

— danscudpunupoBats  IP-ampec,  MAC-ampec, wuHbIE  ajpeca,
UCIIOJIb3yeMble B CETEBBIX NPOTOKOJAX, a TakXke Mpouyl HHOOpMALMIO MpH
nepenayde JaHHbIX yepes ceTb MHTepHeT.

— MPEAOCTaBIATh JOCTYN B ceTh MHTEpHET co cBoel pabouel CTaHIUU
KOMYy-Iu0O, B TOM YHUCJIE€ MPOrPaMMHO-TEXHHUYECKUMHU CIOco0aMu 4yepe3
JOKanbHYI0 BbluMciutenbHyto cetb MOY «HIIJAC Nely» (wmanpumep: myrem
HECAaHKIIMOHUPOBAHHOM YCTaHOBKHM JIOKanbHOro WHTepHeT-1II03a Ha pabdbouee
MECTO);

- nojlyyaTb JOCTyn K ceTu VHTepHeT moObiMH crocoOamu, He
MPEAYCMOTPEHHBIMU JEUCTBYIONIUMH JIOKaIbHBIMU JOKyMeHTaMu (MHCTpyKUMSIMU,
[MpaBunamu, Pernamentamu MOY «HIIJIC Nely);
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- OCYUIECTBJISITh HECAHKIMOHMPOBAHHBIM JOCTYIl K pecypcaM H
cepBucam cetu lHTepHer.

— BBINIOJIHATh JehcTBUS (B37I0M, DoS (oTka3 B oOciyxkuBanuu), ARP-
spoofing aTtaku, CKaHUPOBAHUE JIOKATHLHONW BBIYMCINUTEIBHON CETH) HaIlpaBJICHHBIC
Ha HapyIlIeHne (bYHKIIMOHUPOBAHUS AJIEMEHTOB CeTH WuTepuer
(KOMMYHHUKAIIUOHHOTO o0opya0oBaHus, CEPBEPOB, pabouunx CTaHIIH,
MIPOTPaMMHOT0 00ECTICUCHUS ).

7.4. IlpaBuaa pa6otsl [lob30BaTeeii ¢ 31eKTPOHHOI MOYTOM:

7.4.1. Ilonp30oBaTenu 00s13aHbI KCIOJB30BATH JJEKTPOHHYIO MOYTY TOJBKO
JUTSI BBITIOJTHEHUS CITY>KEOHBIX 00s13aHHOCTEH.

7.4.2. 3anipemiaeTcst  OTHPaBIATh  (ailyibl, cojAepX allie IepCOHAIbHbIE
JTAHHBIC B OTKPHITOM BHJI€ (HE 3a1IM(POBAHHBIC).

7.4.3. 3anperniaercs MaccoBasi pacchUIKa MOYTOBBIX coobmienuit (6onee 100)
BHEIIIHUM ajjpecaTaM 0e3 corjiacoBaHUs C PyKOBOJICTBOM (crama).

7.4.4. 3anpeniaeTcsi UCIMOJIb30BaTh HE CBOW OOpATHBINA ajpec MpU OTHpPABKE
AJIEKTPOHHOM MOYTHI.

7.4.5. 3anpemaercss OTHPABIATh MO JJIEKTPOHHOM TMOYTE MCHOJHSAEMbIE
¢aitel (0OBIYHO MMEIOT pacIIUpeHus exe, com, bat, S, vbs m T.1.). B cmyuae
HEOOXOJMMOCTH OTIIPaBKH Takux (pailyioB, momemniaTh UX B apXUB U YCTAaHOBUTH
apoJb.

7.4.6. [Ipucoenunsiempie (ailyibl pEKOMEHYEeTCsI YIAKOBBIBATh B apXUB MPH
MOMOIIIY TTPOrPaMM-apXUBATOPOB.

7.4.7. KopriopaTuBHbIE PEKOMEHIAIIUN UCIIOJIb30BAHUS DJIEKTPOHHOM MOYTHI:

— BbI 10MKHBI OKa3bIBaTh TO K€ YBAXKEHHE, YTO U MPU YCTHOM OOIIEHUH.

— Bbl 10DKHBI TIpOBEpSATH MpaBONMUCAHWUE, TPAMMATHKy | JIBaKIbI
MIEPEYUTHIBATH CBOE COOOIICHHE Tepe]l OTIIPABICHHUEM.

— Bbl He TOMIKHBI y4aCTBOBATh B PACCHUIKE MOCIAHUHN, IEPECHIIIAEMBIX IO
LEenoyKe (Yale BCero 3TO0 MUChMa PEIMTHO3HO-MUCTUYECKOTO, Pa3BIEKATEIbHOTO
COJICP KAHMUS).

— Bl He m0mKHBI TO COOCTBEHHOW WHHIIMATUBE TIEpeChUIaTh II0
MIPOU3BOJILHBIM aJIpecaM He3aTpeOOBaHHYIO0 HH(OPMAILIUIO.

— Bl He [OmMKHBI pacchulaTh  COOOINEHUS, KOTOpPBIE SIBIISIOTCS
3IOBPEAHBIMU,  pa3IpaXarolMMU WM COJAEPXAIIUMHU  yIrpo3bl  JAPYTHM
M0JIb30BATEIISIM.

- Bl HE JOMKHBI OTIPABIATH HUKAKUX COOOIIECHUN MPOTUBO3aKOHHOTO
WJIM HEATUYHOTO COJCPKaHUSI.

- Bbl  [MOKHBI MOMHUTB, YTO JJCKTPOHHOE TMIOCIAHUE SIBISICTCS
HKBHUBAJIEHTOM MOYTOBOW OTKPBITKH M HE JOJKHO HCIIOJIB30BATHCS IS MEPECHUIKH
MEePCOHATBHBIX JIAHHBIX 0€3 MUCMOJIb30BAaHUSI CPEJICTB 3aIUTHI (IIHMGPOBAHUE).

- Bbl He MOKHBI MCHONB30BaTh IIUPOKOBEHIATEIFHBIE BO3MOYKHOCTH
AJIEKTPOHHOM MOYTHI 32 UCKITIOUEHUEM BBITTYCKA YMECTHBIX OOBSBIICHUN.

- Bbl He MOKHBI UCMOJIB30BaTh KOPHOPATUBHYIO JJIEKTPOHHYIO TMOYTY
JUTA TIOCJIAaHUH JIMYHOTO XapakTepa.
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- Bbl 10MKHBI HEYKOCHUTENBHO COONIOAATH MpaBUia U MHCTPYKLUHU U
MOMOTaTh PYKOBOJCTBY Y UpeXACHU OOPOTHCS C HAPYIIUTEISIMU TPABHIL.

VIII. [TOPAAOK PABOTBI CO CbEMHBIMU HOCUTEJIAMU
NHO®OPMAILINU

8.1. [lon wucnonp3oBanuem Hocutener wuHbopmanuu B WCII[H MOY
«HIIAC Nel» monumaercs ux noakiarodeHue Kk nappactpykrype UCIIJIH ¢ menbro
0o0paboTKu, TnpuemMa/mepenadyd  WHPOPMALMU  MEXAY  HUH(POPMALMOHHBIMU
CHUCTEeMaMHU U HOCUTEISIMH UH(DOpMALIHH.

8.2. [lomyckaeTcsi ~ WCIIOJIb30BAHME  TOJNBKO  YYTEHHBIX  HOCHUTEJEH
uHbOpMaIluu, KOTOpble SBIAIOTCS cobcTBeHHOCThIO MOY «HIIAC Nely wu
MIOJIBEPTAIOTCS PETYIISIPHON PEBU3UU U KOHTPOITIO.

8.3. Yuer u BbIIauy ChEMHBIX HOcHUTENEeH MHGOPMAIIMK OCYIIECTBIISET JUIIO,
OTBETCTBEHHOE 3a OpraHU3aINI0 00pabOTKU NMEPCOHATBHBIX JaHHBIX. DakT BbIIAUM
HOCHUTEINS (PUKCHUPYETCs B )KypHAJI€ y4eTa MAIlIMHHBIX HOCUTENEH HH(POPMAIIUH.

8.4. Ecnu nmoctyn xk UCII[IH mpou3BOAMTCS TMpH MOMOIIU MEPCOHATBHBIX
unentudukatopoB (eToken, Rutoken, np.), To dakT monydeHus W cladM JaHHBIX
UICHTU(HUKATOPOB 00s513aTeNbHO (PUKCHUPYETCS OTBETCTBEHHBIM 32 OPraHU3allUIo
00pabOTKH MEePCOHANBHBIX TAHHBIX, B COOTBETCTBYIOIIUX JKypHAJIax.

8.5. Bo3MOXHOCTh MOAKITIOYEHHsS] HOCHUTENIeH WHPOpMalMu, a TaKkke
MOJTydYeHUE YUTCHHBIX HOcUTeNel nHbopMaluu npenoctapisiorcs [lomp3oBarensm
110 MHUITUATHBE PYKOBOJIUTENEH CTPYKTYPHBIX MOIpa3eieHUi B CIIydasx:

— HEOOXOJMMOCTH BBITIOJTHEHUS BHOBBH TNPHUHATHIM PAOOTHUKOM CBOHUX
JOJDKHOCTHBIX 00SI3aHHOCTEH;

— BO3HUKHOBeHUs y [lonp30Barens cinyke0H0i HEOOXOTMMOCTH.

8.6. Ilpu ucnonp30BaHUM HOCUTENEH HHPOPMALIUA HEOOXOAUMO:

— UCIIOJIb30BAaTh ~ HOCUTENM  WHGOPMAIIMM  UCKIIOUUTEIBHO  JUIS
BBITIOJIHEHUS CBOUX CIIYKEOHBIX 0053aHHOCTEN;

— OepeXHO OTHOCHUTCSI K HOCUTEINSIM MTEPCOHATBHBIX TAHHBIX.

— obOecrieunBaTh (PU3NUYECKYI0 O€30MaCHOCTh HOCHUTENEeH HH(pOpMAIIH
BCEMH Pa3yMHBIMHU CIIOCOOAMU;

— U3BELIATh OTBETCTBEHHOMY 32 OpraHu3alnio 00paboTKH
MEPCOHANIBHBIX JJAHHBIX O (PaKTax yTpaThl (Kpaxku) HOCUTENeH HH(OpMaIUK.

8.7. Ilpu ucmonp30BaHUH HOCUTENEH TIEPCOHATBHBIX JAHHBIX 3alpeIIeHO:

— MCTIOJIb30BaTh HOCUTENN MEPCOHATBHBIX JAHHBIX B JIMYHBIX METIAX;

— nepeaaBaTh HOCHUTENW TIEPCOHATBHBIX JAHHBIX JAPYTUM JHUIAM (3a
UCKITIOYCHUEM aJIMUHICTPATOPa OE30MaCHOCTH);

- XPaHUTh ChEMHBIE HOCUTETHU C TIEPCOHATBHBIMUA JAHHBIMHU Ha pabounx
CTOJax, JIMOO OCTAaBIATH WX 0€3 MPUCMOTpa WM TIepeaBaTh Ha XpaHEHHUE APYTUM
JWIaM;

- BBIHOCHTh ChEMHBIE HOCHTEIIM C TIEPCOHATBHBIMU JaHHBIMHA U3
CITy’KEOHBIX TIOMEIIEHUH sl padOTHI C HUMH Ha JIOMY | T. .
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8.8. JItoboe B3aumojeiicTBue (oOpaboTka, npuem/mepenadya WHOpMAIIIN)
uHunmupoBanHoe [lonp3oBareneM Mexay HMHPOPMAIMOHHON CHCTEMOW U
HEYUYTCHHbIMU (JIMYHBIMU) HOCHUTEISIMU HH(POpPMALMM, pPaCCMATPUBACTCA Kak
HECAaHKIIMOHUPOBAaHHOE (32  MCKJIIOYEHHWEM  CIIy4aeB  OrOBOPEHHBIX  C
aJIMUHUCTpATOpoM Oe3omacHOCTH 3apaHee). OTBETCTBEHHBIM 3a OpraHU3AIHIO
00pabOTKM MEPCOHATBHBIX JAHHBIX C MPUBJICYCHUEM TOMOIIHU (€CIu HE0OX0IUMO)
corpyaaukoB ['AY PK «lUUT» na ocHoBanuu CornamieHusi OCTaBisieT 3a cO0Oit
paBo OJOKUPOBATH WM OTPAHUIMBATH UCIIOJIB30BAaHUE HOCHUTENEH HH(OPMAITIH.

8.9. Undopmanst 06 wucnonb3oBanuu  [lonb3oBaTensMu — HOCHUTENEH
uHpopMaruu B HMHPOPMAIMOHHBIX CHCTEMax MPOTOKOJUPYETCS U, TMpH
HEOOXOJAMMOCTH, MOXET OBITh MPEIOCTaBlI€HA PYKOBOAMUTENSM CTPYKTYPHBIX
noapaszaeneHui, a takxke aupekropy MOY «HIIIC Nely.

8.10. B cmywyae BbIsiBIeHUS (PAKTOB HECAHKIIMOHUPOBAHHOTO  W/WJIU
HEIEJIEBOTO MCIOJIb30BAHUM HOCUTENECH WH(OpMAIMU HUHUIIMUPYETCS CIIy)eOHas
poBepKa, MPOBOANMAs KOMUCCHEH, COCTaB KOTOPOH OMpe/esieTCs OTBETCTBEHHBIM
3a OpraHu3alui 00pabOTKU MEepPCOHAIBbHBIX JaHHBIX. [lo ¢akTy BBISCHEHHBIX
OOCTOSITEILCTB COCTABIIICTCS aKT pAacCleIOBaHUs HWHIMICHTA U TepenaeTcs
PYKOBOJIUTEIIO CTPYKTYPHOTO TIOJAPA3NACICHUS JUIsl TPHHATHS MEp COTJIACHO
JOKAIbHBIM HOpMaTuBHBIM aktam MOY «HIIAC Nel» wu pgelcrByromemy
3aKOHOJIATENbCTBY PO.

8.11. [Ipm otmpaBke WM mepenavye MEPCOHATBHBIX JAHHBIX aapecaraM Ha
ChEMHBIC HOCUTEH 3aITUCHIBAIOTCS TOJIBKO MpeIHA3HAYCHHBIE aJpecaTaM JaHHBIC.

8.12. BeIHOC ~ CBEMHBIX  HOCHTENEH  MEPCOHANBHBIX  JAHHBIX  JJIA
HEIMOCPE/ICTBEHHON TMepeaul ajpecary OCYIIECTBIISIETCS TOJBKO C MUChbMEHHOTO
paspenieHus: pyKOBOJIUTENSI CTPYKTYPHOTO MOApa3IeiICHuUS.

8.13. CbemMHBIC  HOCHUTENM TMEPCOHAIBHBIX JIAHHBIX, MPHIICANINEC B
HETOJTHOCTh, WJIM OTCIY>KUBIIIME YCTAHOBJICHHBIA CPOK, MOJIEKAT YHUUYTOKECHHUIO.
YHUYTOXKEHUE ChEMHBIX HOCHUTENICH C MEePCOHAIBHBIMU JAHHBIMHU OCYIIECTBISETCS
KOMHUCCHUEH, COCTaB KOTOPOM OMpeeNsieTcsl OTBETCTBEHHBIM 3a OpraHU3alluio
00pabOTKH TMEepPCOHANBHBIX MaHHBIX. [lo pe3ynbpTaTam YHUYTOXKEHHSI HOCUTEICH
COCTAaBJISIETCS AKT.

8.14. B ciyyae yBOJIBHCHHS WJIM TIEPEBO/Ia pAOOTHHUKA B APYTrO€ CTPYKTYPHOE
nojipasiesieHue, MPeJ0CTaBICHHBIE HOCUTEIN TIEPCOHAIBHBIX JTaHHBIX HW3BIMAIOTCS
U JICJTAFOTCS COOTBETCTBYIOIINE IMTOMETKH B JKypHAJIC ydeTa MAlIMHHBIX HOCUTEIICH.

IX. [TPABA ITIOJIb3OBATEJIA

9.1. Ucnonw3zoBate MCIIJITH MOY «HIIAC Nel» mis BbIIOTHEHUS
JOJKHOCTHBIX 00S13aHHOCTEH.

9.2. OOpamjatbCsi K OTBETCTBEHHOMY 3a  OpraHu3alMio  00paboTKu
NMEPCOHANILHBIX ~ JTAHHBIX I KOHCYJbTAIlMd TI0 TOBOJY  HMCIOJb30BaHUS
nporpammHoro obecrneuenuss U APM, Bompocam 00paOOTKHM TEpCOHATBHBIX
JTAHHBIX.

9.3. HanpaBnath  Openyio’)keHUss N0  YCTAaHOBKE  HOBBIX  BEPCHI
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CYILECTBYIOILIEI0 MPOrpaMMHOro obecreueHus (¢ 000CHOBaHMEM HEOOXOAMMOCTU
3aMEHbI CTapbIX BEPCHIl HA HOBHIE).

9.5. HanpaBnath  mOpejio’)keHUs 1O  YCTAaHOBKE HOBOro (a  Takxke
JOTIOJTHUTENBHOT0) ~ MPOTPaMMHOTO  obecrnedyeHuss (C  yKa3aHMEM  LEJHu
WCIIOJIB30BaHUs, IPEUMYIIECTB Mepe]l CYINIECTBYIOINMU aHAJIOTaMu ).

9.6. HanpaBnate npensoskenust mo mojaepHusanuun APM (3aMeHbI Ha HOBBIE
aHaAJIOTH), ¢ 00sM3aTeTbHBIM OOOCHOBAaHMEM 3aMEHBI W yKa3aHHUEM MPEHMYIIECTB
nepes CyIeCTBYIOIUMY aHAJIOTaMH.

9.7. Ilomy4yaTh KOHCYJIBTAIIUU U PA3bSICHEHUS 110 HOPMATUBHBIM JJOKYMEHTAM,
PETJIaMEHTHUPYIOIINM paldoTy ¢ iepcoHanbHbIMU JaHHBIMA B MOY «HIIJIC Nely.

X. OTBETCTBEHHOCTD

10. Ilomp30BaTens HECET MEPCOHATBHYIO OTBETCTBEHHOCTh 32 CBOM JICHCTBHS
niu O0e3/elicTBUE, KOTOPhIE MOTYT MOBJEYh 32 COOOM pasriiallleHre MEPCOHATBHBIX
JTAHHBIX, a TAKXKe 3a HapylleHne HopMasibHOrO (pyHkumonupoBanus MCII/x nim nx
OTJICJIbHBIX KOMIIOHEHTOB, HECAHKIIMOHUPOBAHHBIM J0CTyn K WHGOpMAIUU B
COOTBETCTBHE C 3aKOHOAATENbCTBOM Poccuiickonl Penepanud U JOKAJIbHBIMU
HopMmaTuBHBIMHU akTamMu MOY «HIIIC Nely.



JIuct o3nakomienus ¢ «MHCTpyKIMel nmonb3oBarens no paboTe ¢ mepcoHaTbHBIMU
JAHHBIMW

No IT
dUO JOIKHOCTB OJIITHCE,
/o marta




15




16



